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Nomenclature for commonly used terminologies in Telemedicine 

               Mitch et al.Clin J Am Soc Nephrol, 2017. 



Requirements for an Ideal Remote Monitoring System 

1. The ability to allow user flexibility in movement and activities 
2. Two way communication including high definition video & images ‘synchronously’ 
3. Simple and intuitive alarm system with high degree of specialty and sensitivity for alarms that are 

clinically appropriate. 
4. Modifiable and customizable (for instance, monitoring capability at the beginning of training and 

first months of therapy may be more intensive and then scaled back as appropriate) 
5. It should generate useful reports that can be used to monitor quality  
6. Should not be intrusive and maintain portability 
7. Monitoring both manual PD & APD 

 

 

Modified from;Rosner MH & Ronco C, Contrib Nephrol ; 2012 



HIPAA Regulations(1996); HITECH Act(2009) 

Facetime, Skype not acceptable 

Title II( of V) HIPAA establishes policies and procedures for maintaining 
the privacy and the security of individually identifiable health 
information 



The Use of Computer Devices to Exchange PHI Triggers  
the HIPAA Security Rule  

 
According to the Department of Health and Human Services, the HIPAA 
Security Rule outlines national standards designed to protect individuals’ 
electronic protected health information (“ePHI”) that is “created, received, 
used, or maintained by a covered entity”  

Unauthorized disclosure of PHI is a risk because devices store data on the 
device itself in one of two ways:  

(1) within the computer “onboard memory”; or,  

(2) within the SIM card or memory chip. Thus, devices used to exchange ePHI 
retain a record of that data on the device. In addition, devices may not 
restrict user access to data through the use of encryption software or 
authentication features. Therefore, covered entities must be aware of the 
unique security risk inherent in using devices to exchange ePHI 

 



   Protection and Confidential Handling of Health Information 
 

The HIPAA Privacy regulations require health care providers and 
organizations, as well as their business associates, to develop and 
follow procedures that ensure the confidentiality and security of 
protected health information (PHI) when it is transferred, received, 
handled, or shared.  This applies to all forms of PHI, including paper, 
oral, and electronic, etc.  Furthermore, only the minimum health 
information necessary to conduct business is to be used or shared  

 



Health Information Technology for Economic 
and Clinical Health (HITECH) Act; 2009 
Set ‘meaningful use’ of interoperable electronic health record(EHR) 
adoption in the health care system as a critical national goal and 
incentivized EHR adoption(Legislations on the anvil in USA for 
physicians to be paid for ‘non-face-to-face’ encounters in managing 
chronically ill patients both by Medicare & Medicaid 

HITECH and HIPAA are separate and unrelated laws, but they do 
reinforce each other in certain ways  

For eg; HITECH stipulates that technologies and technology standards 
created under HITECH do not compromise HIPAA privacy and security 
laws 

 



The Personal Information Protection and Electronic Documents Act  
                             (PIPEDA or the PIPED Act) 2000 

Starting in 2001, the law 
applied to federally 
regulated industries (such 
as airlines,banking and 
broadcasting 
In 2002 the law was 
expanded to include the 
health sector 



DISHA (Digital Information in Healthcare 
Security Act); India 

A serious breach of healthcare 
data shall be punished with 
imprisonment, which shall 
extend from three years and 
up to five years; or fine, which 
shall not be less than half a 
million INR(10 thousand 
Canadian Dollars) 



‘HIPAA accessories’ an entire industry 
‘Blacks out’ screen image when viewed from the side to prevent prying 
eyes from reading your screen, while keeping a crystal clear screen 
image from straight-on view (eliminates off-angle viewing) 

Shredders, Toolkits, Chartholders, Remote data wiping system,               
e-Prescription pharmacy(VIPPS-Verified Internet Pharmacy Practice 
Sites; HIPAA+) 



Smartphone not a good idea 

The device need not be be carried on person 24/7- more risks of theft, 
using unsecure wifi. 

Close to none have antivirus on their phones 

We need the device in patients home only as that is where we need 
data transmission from 

Screen size is an issue as also screen size variability. OK for basic data 



Mobile phones are particularly vulnerable to loss and theft because of 
their small size and portability. The most common form of security 
breach is the theft of mobile devices 

A recent survey of 600 U.S. hospital executives, physician organizations, 
health insurers, and pharmaceutical/life sciences companies found that 
theft accounted for 66 percent of reported data breaches over the past 
two years  

Mobile devices are typically small, light and highly visible to would-be 
thieves looking for an opportunity to take a phone left behind in a 
public space, such as at a restaurant 



       Personal vs. Employer issued phones 

In addition, unlike laptops and PCs, clinicians are far more likely to use 
their own personal mobile devices, rather than employer-issued mobile 
devices, to access and exchange ePHI  

An estimated 81 percent of 2,041 physicians  surveyed in U.S. use 
personal mobile devices, whether a BlackBerry, Android or iPhone, to 
access ePHI, such as patient records.The use of mobile devices to 
access ePHI raises several risks to health care providers 

 



Authentication – Mobile device users do not tend to enter passwords or provide 
biometric identification to access information stored on the mobile device. The 
lack of authentication on mobile devices presents a risk that, any user of the 
device, could access ePHI stored on the device 
Encryption – Typically, data stored on personal mobile devices is not encrypted. 
Thus, ePHI stored on a mobile device could be retrieved and shared by anyone 
with access to the mobile device 
Wi-Fi Connection – Mobile devices that use public Wi-Fi or unsecure cellular 
networks to send and receive information risk exposing ePHI. Unless mobile 
device users connect to a secure web site to transmit data or connect using a 
VPN (“virtual private networking”), which encrypts data to and from the mobile 
device, there is a risk ePHI could be compromised 



Smartphone vs. Tablet 

Screen Size 

Key board size-’Typos’ more likely 

Security, antivirus, hacking 

Carried around everywhere(Device needs to be only at patient home) 

Risk of theft, second hand sale 

More prone to call drops, hangs often 

Connectivity not as good as Tablets 

Transfer of data easier with Tablets 

Limited by storage capabilities 

Smartphones use public Wifi 



  iOS vs. Android 

 

 

The Linux based Android system used in some tablets is open source 
and inherently less secure than the iOS platform used in iPads 

iPads are very flexible and geared towards health apps 

Easier to comply with HIPAA/HITECH  



Telemedicine 
monitoring of PD 
patients in Japan used 
a system with a         
‘D converter’ to 
monitor patient blood 
pressure, heart rate, 
body weight, blood 
glucose, and exercise 
levels(2007) 
 
The application 
addresses mainly the 
issues of remote 
monitoring of vital 
signs and patient 
compliance 





Sharesource,is a two-way, cloud-based 
technology platform that is featured in Baxter’s 
APD system. Sharesource allows healthcare 
providers to securely view their patients’ 
recently completed home dialysis-related 
treatment data that is automatically collected 
after each PD session 

Homechoice Claria & Amia with Sharesource 
gathers both patient and clinic data into 
organized patient report dashboards that are 
accessed and viewed by healthcare providers 

Healthcare providers can then act on this 
information by remotely adjusting their 
patients’ home device settings without 
requiring them to travel to the clinic 

Primarily measures patient ultrafiltration data 
and compliance to prescription 





Clinical Data 

Lab Results 

SMS, MMS, Images (e.g 
Exit site, bag, pedal 
edema, medication, 

etc.) 

Viideos, Images and 
Web Chat (e.g  Exit site, 
bag, pedal edema, view 

of patient etc.) 

Devices (e.g. Cycler, 
glucose meter, BP 

monitor, Weight scale, 
Thermometer etc.) 

Nutrition, Diet 

Nephrologists 
 

Nurse Care 
Givers 

 
 
 
 
 
 

Nutritionists 
 

Social 
Workers 

PD Patient 
at Home or 
Remote Site  

 
 
 
 
 

with 
Broadband, 

2G, 3G, 4G or 
other 

connectivity 
to the 

internet 

Bi-directional Real Time Exchange and Communication  
Between Patient Medical Care Givers 



Tablet Application 

 Interactive PD Exchange Process 

 Checklist for increased compliance 

 Audiovisual and image capture 

 Clinical information capture and review 

 Inbuilt ‘Chat’ facility 

 Enhanced Security 

 Scheduling 

 Support for both Automated and Manual PD 



iPad and Web enabled Telemedicine platform for 
patients on Peritoneal Dialysis 

ÁPD-Remote iOS Tablet Module 
üTablet- Based Patient Interface 

     At patient/physician/pd nurse end for conducting PD Exchange and interacting      
with the PD nurse/physician/patient, as the case may be 

 

Á PD-Remote Web Module 
üWeb- Based Provider interface  

     At physician/clinic end for monitoring patients and appropriate medical/logistics 
management 

 



Web- Based Application – Features 

 

 Instant image and Audio visual access 

 ‘Chat’ live Communication (‘Synchronous’) 

 Patient History – PD, investigations and progress(QOL) 

 Scheduling of patients and PD Nurses roster 

 HIPAA Security and data encryption 

 Facilitate research and analyze trends 

 More comprehensive and in-depth data available 



Guided Process to improve Compliance  
and avoid mistakes 

              Facetime Option 



Clearly guided PD Exchange Process for both Manual & 
Automated PD 



PD Exchange Details, Vitals and Laboratory Information  



Chat Functionality- ‘real time’ 

SF-36 



Image and Audio-Visual data Capturing 



                 Zoom Tool  

SF-36 
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Quality Of Life Monitoring 

05.01.14 44.16

10.03.14 41.25

04.06.14 39.09

11.09.14 42.04

06.12.14 39.01

01.01.15 46.38

03.03.15 36.44

08.06.15 33.09

10.09.15 21.04

12.12.15 19.24

02.01.16 38.08

Mental Health

05.01.14 48.89

10.03.14 47.23

04.06.14 49.25

11.09.14 46.98

06.12.14 48.32

01.01.15 38.67

03.03.15 24.42

08.06.15 22.1

10.09.15 28.91

12.12.15 31.32

02.01.16 48.5
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View and Manage Patients Progress/Scheduling 



Secure Access to Health Information & Research tool(Web Version) 



   Physician Review Page 

SF-36 





Finet et al analyse currently available telemedicine applications on four main 
chronic diseases, i.e. cardiovascular diseases, diabetes, respiratory diseases 
and kidney diseases( 72 telemedicine applications - 25 for CHF & 9 for 
hypertension, 20 for diabetes, 12 for respiratory diseases;COPD and 6 for 
CKD including our application fo PD)  

Their analysis revealed that the applications shared many common 
functionalities. It also revealed that each application relied on its own 
implementation of these common functionalities and unnecessary 
duplication of portions of the implementation 

The implementation of a common data transmission system and a single 
integrated data processing and archiving platform would provide a unified 
environment for covering several chronic diseases and their comorbidities 



The Internet-based remote monitoring 
system was created in our PD unit by 
our team to serve as a means of real-
time interaction between the patient 
and the primary health care providers 

It aims at integrating all services necessary 
for PD, making them easily accessible to 
the patient and the primary caregivers 
regardless of geographic distance from 

the Mother Unit 

Tony Ward from Cumbria,UK 



‘0 by 25 initiative’ of ISN 
Implementation Committee 



WOULD YOU LIKE TO USE REMOTE MONITORING IN PD REGULARLY? 
 

o ABSOLUTELY 
o MAYBE 
o MAYBE NOT 

http://manage.eventmobi.com/en/ars/results/question/14514
/377793/a8fd40cba30d93b33400ecd37d7723e7/ 

http://manage.eventmobi.com/en/ars/results/question/14514/377793/a8fd40cba30d93b33400ecd37d7723e7/


We feel Telemedicine,the way we practise it,is the next 
big advance in the field of Peritoneal Dialysis leading 
to enhanced patient QOL,more patients on PD due to 

more incident patients and less drop outs because 
of,improved technique survival and ósignificantly 

reduced annual costs of ESRD careô  

   Objects in rear view mirror are closer 

and  larger than they appear !  


